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Best Practices for SharePoint End-User Success 

The following tips and best practices have been put together based on the author’s own experiences solving Small 

to Medium Business SharePoint problems and/or results of questions (and the answers given) during delivery of 

SharePoint Training.  Presented in an easy to read, What/So What/Now What format, these Best Practices are 

intended to help ensure the most positive results for connecting to and collaborating within a SharePoint 

environment. 

This document is aimed at the Office/Department “SharePoint Champion”.  Every office needs an ambassador, 

evangelist and someone with the ability to setup and configure SharePoint Lists, Libraries, permissions and best 

practices. 

 

Use the Right Web Browser for the Job 

What? 
Microsoft SharePoint (Microsoft Office SharePoint Server/MOSS 2007 and Windows SharePoint Services 3.0) 

works best with Internet Explorer 7, from Microsoft. 

So What? 
There are lots of choices of web browsers out there, from Microsoft, Apple, Google and others, for browsing and 

collaborating with Internet websites.  But let’s face it; the most important product in Microsoft’s history is going 

to run best with a Microsoft browser.  Functionality such as ASP.NET, ActiveX controls, etc. plus the internal 

testing by Microsoft before any release is always going to be more closely integrated with Microsoft’s browser 

(Internet Explorer) than any other.  As well, just like  Microsoft is biased towards their products working best with 

their other products (SharePoint and IE), other browser vendors in the Open Source Market are just as happy to 

not worry about what Microsoft is up to (such as Google Chrome, Firefox, Apple Safari, Opera, etc.). 

Now What? 
Ensure you insist on using Internet Explorer 7, patched to the latest security and compatibility updates, in your 

corporate environment.  Internet Explorer 7 (IE) represents the current best of breed browser product from 

Microsoft and supersedes IE6 in both quality and security.  The addition of Tabs and other features is also 

valuable.  While many individuals may prefer other browsers such as Firefox, to ensure full SharePoint 

functionality (in particular integration/functionality within Document Libraries), you should use IE7.  You can 

certainly use more than one Internet browser on a single computer – worst case, use IE7 for SharePoint and other 

browsers for all other websites. 

Finally, see the next point regarding trusting SharePoint sites (and configuration specifics within Internet Explorer) 

for the most positive SharePoint browsing experience.  
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Trust your SharePoint Sites 

What? 
A common complaint is that SharePoint site visitors are repeatedly prompted for  their login credentials 

(username and password), particularly when utilizing Document Libraries and opening and saving documents. 

So What? 
First things first...  SharePoint is a complex product in the back end (SQL Servers, IIS, Windows Servers, SMTP, 

ASP.NET, C#, XML, CSS, WebDAV and several other terms and acronyms you probably don’t care about).  And it is 

important that to protect that investment in time and equipment, that it is secure.  So, SharePoint is not going to 

just let anyone in, to see your data, and if the server is even a little unsure you are who you say you are, it’s going 

to ask you to present your ID again. Being prompted for your username and password is in your best interest, so 

stop viewing it as a hassle. 

That said, you can do something, to limit how often you enter your username and password. 

Now What? 
If you trust the computer you are using (at work or at home), configure the following: 

1. Ensure Pop-Ups are disabled in Internet Explorer, to avoid any disruption or interference with web parts 

or other custom functionality.  Note that while Internet Explorer has a built-in Pop-Up blocker that should 

be configured, if you have installed other toolbars such as the MSN Toolbar, Yahoo Toolbar or Google 

Toolbar (and some folks use them all), each one will have its own Pop-Up blocker, and potentially, all 

should be configured (or stop installing toolbars :-). 

2. Add your SharePoint Site URL (or your entire domain, such as *.yourcompanysite.com) to the Internet 

Explorer “Intranet Zone”.  Websites in this zone are considered trusted and thus, certain security 

restrictions are lowered.  There is one setting in particular in this zone, that sets it apart from the others, 

and that is the “Automatic logon only in Intranet Zone” which remembers your username and password 

and ‘feeds’ it to the site as needed. 
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3. In addition, ensure that the Intranet Zone is actually configured properly and has not been modified.  

Often, 3rd party programs or other IT Support Initiatives may modify the zone from its defaults.  The 

defaults are generally the best practice way for the zone to be utilized and as such, Internet Explorer gives 

you the option to revert back to that best practice by choosing the “Reset all zones to default level” 

button. 

 

Important Note:  If you do not trust the computer you are on, such as when using a computer in a hotel, Internet 

/ŀŦŞΣ ƻǊ ǿƘƛƭŜ ǾƛǎƛǘƛƴƎ ŀƴƻǘƘŜǊ ƻŦŦƛŎŜΣ ȅƻǳ ǎƘƻǳƭŘ ǇǊƻōŀōƭȅ ŀǾƻƛŘ ǘƘŜ LƴǘǊŀƴŜǘ ȊƻƴŜ ŀƴŘ ŀǘ ƳƻǎǘΣ ǳǘƛƭƛȊŜ ǘƘŜ ά¢ǊǳǎǘŜŘ 

½ƻƴŜέΦ 

If you do not have the ability to change your Security Zone or Pop-Up blocker settings yourself, as it may be 

controlled and/or overridden by your IT Support Department, you should request the appropriate access and 

settings from them. 

For a short video on adding your SharePoint site to the Internet Explorer Intranet Security Zone, follow this link: 

4. http://www.youtube.com/watch?v=rKDRQvAQpEo 
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Go Simple with your SharePoint Security 

What? 
It is easiest to manage permissions at only the site level, whenever possible.  

So What? 
This means you should create your site hierarchy in a way that allows you to assign permissions to sites that are 

appropriate to all securable objects within the site, such as lists, libraries, folders within lists or libraries, 

documents and items. 

Now What? 
As much as possible, arrange sites, sub sites, lists and libraries so that they can inherit most permissions.  Put 

sensitive data into separate sub sites, lists, libraries, and so on.  Specifically, while there are many benefits to 

SharePoint over the standard office (hello, 1986?) File Server, including Versioning, Search, Workflows and 

Metadata, you also aren’t limited to letters of the alphabet (G: drive, H: drive, etc.).  So, don’t be afraid to create 

as many document libraries as you need – and once you discover Content Types and the ability to bind templates 

to libraries, you’ll appreciate why. 

For a short document securing your SharePoint Sites, Lists and Libraries, refer to the following document: 

5. http://blog.brainlitter.com/sharepoint/SharePointDox/HowTo%20Documents/Controlling%20Ac
cess%20in%20Windows%20SharePoint%20Services.docx 
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Create Lists and Libraries without Spaces 

What? 

If you create a list or library in SharePoint with spaces in the description (such as “Accounting Documents”), 
SharePoint will create the list with “%20” representing that space in the browser URL (such as 
“Accounting%20Documents”). 

So What? 

First off, it results in an ugly URL.  Second, each space (1 character) becomes 3 characters (%20).  As browsers (and 
some firewall HTTP filters) have a limit to how many characters can be used in a URL, every character counts.  
Imagine a lengthy website URL, with a couple of sites and sub sites, a document library, folders in that library and 
then a lengthy document description and you might find yourself exceeding allowed URL limits.  Creating the list, 
without a space in it, results in a shorter/cleaner URL – and you can still get that space back for the visual 
appealing aspect! 

Now What? 
 To avoid spaces in list and library names, and still preserve a good looking descriptive name, you need only do 

two things (in this case, we are going to create a Document Library for the Accounting Department): 

1. Create the list (or library) without spaces in the description (see the example below): 

 

2. Once your list (or library) exists, simply modify the ‘description’ of the list after the fact, with these simple 

steps: 

a. From the Document Library toolbar, choose Settings, and Document Library Settings 
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b. Under General Settings, select Title, description and navigation 

 

c. Now you can insert your space and click save 

 

The Result?  Now you have a friendly URL AND a nice title (which by the way, you could make even longer to suit): 

The URL 

 

 

The Title 
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KISS: Keep it Short & Simple 

What?  
During SharePoint training classes, we often hear the comment “I want SharePoint not to look like SharePoint”. 

There are a million settings in SharePoint. Administrators can easily edit page layouts, create custom lists, and 

change the look with SharePoint Designer. However, just because we can, should we? 

So What?  
For most of our clients, we recommend keeping sites simple and following some standards which we can 
recommend, or help them define. Using SharePoint Designer to completely change the look of your site is 
possible, and required in some cases (particularly for public facing websites and blogs where you want to share 
your ‘brand’), but unless you are using SharePoint as the basis for a corporate internet site, it is best to keep it 
simple.  

Now What?  
By using standard layouts and themes, people new to your organization that were already familiar with 

SharePoint elsewhere, or administrators who manage multiple sites, can easily come up to speed and efficiently 

maintain and collaborate within a standard site. Yes, you can do a lot of fancy stuff, but is that fancy stuff fulfilling 

a business need? And does the benefit of a custom look and feel, outweigh costs of building it, maintaining it, and 

teaching others what you have done? 
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Get Everyone on Board 

What?  
SharePoint is a platform. The structure and content of your SharePoint site, and therefore its usefulness, is 

created by the people who access the site. And it’s a bit of a chicken-and-egg issue that if people don’t use the site 

then (other) people won’t have any reason to use it.  

So What?  
You need to get your team using the SharePoint site, even relying on it, as soon as possible. One of our clients was 

rolling out a corporate Intranet. Management and IT were big SharePoint fans and could see all the great ways 

that SharePoint services could make the company work more effectively. At the same time, they recognized that 

it was a new technology, and would need to be introduced in a way that people would accept. 

So, they created a phased, roll-out strategy where the first phase was a very simple SharePoint site that allowed 

employees to download a few critical forms that they use on a regular basis, a Wiki with some policies, and a 

Survey and Discussion forum to gather feedback about the site. They also implemented a series of “Awareness 

sessions” – short training sessions really. This way, people were introduced to the new SharePoint-based Intranet 

gently and feedback was taken into consideration in the process. As subsequent phases were implemented, 

training courses were offered, but not mandatory, and everyone got excited about the new tool and looked 

forward to the new releases. 

Now What?  
When you introduce any new system, user “buy in” is critical. This acceptance is achieved by dialogue: listening to 

users, and give them information. We always recommend some sort of requirements analysis, even if an informal 

survey or Live Meeting discussion and poll. We also recommend training. 

The Administrators, in particular, will need to feel that they have the skills they need to build and maintain the 

SharePoint site(s). A little training can go long ways to ensuring sites are built properly in the first place, and easier 

to maintain over time.  

For end-users, SharePoint is touted as “easy to use” and for most people this is true. However, there are some 

fundamental concepts and utilities that are not obvious to the SharePoint neophyte (I’m thinking about Alerts and 

Versions in particular). In addition, by the very nature of SharePoint as a tool that allows remote users to 

collaborate, some “agreements” should be put in place as to “how will we use this site”. This may include naming 

conventions, content approvals, the use of check-out, look & feel, and where to get help. We often provide a 

simple 2-3 hour facilitated session, preferably using Live Meeting, to teach people the fundamentals, agree upon 

rules, and get comfortable with the system. 

By taking these simple actions, people are more comfortable with SharePoint, feel they have a say, and are far 

more likely to use the site, and make it useful for others.  
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Resources 

¶ For a growing list of SharePoint Best Practices, tutorials and other SharePoint goodies, check out Sean’s 

SharePoint Ditty @ http://blog.brainlitter.com/sharepoint and if you can’t get enough information about 

SharePoint, subscribe to the BrainLitter Blog @ http://blog.brainlitter.com. 

¶ For all of your SharePoint, Adobe and Microsoft Productivity Suite training needs, Sector Learning has 

programs for you @ www.sectorlearning.com. 

 

About This Document 

¶ Where to get it: This reference is a living document and will be updated on occasion – the latest version is 

available at: http://blog.brainlitter.com/sharepoint/sharepointdox/howto documents/best practices for 

sharepoint end-user success.docx  

¶ It was written by:  This is a collaborative effort between Sean Wallbridge of itgroove (www.itgroove.net, 

www.brainlitter.com) and Gerry Brimacombe of Sector Learning (www.sectorlearning.com , 

www.thedynamicsector.com). 

¶ The current version is: 1.1 (3/11/2009) 
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